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ABSTRACT 

The article studies the automated complex "Electronic Voter Signature" (EPO) as an element of the critical information 
infrastructure of the election process. It is shown that modern electoral systems can no longer rely solely on paper procedures 
and traditional identification mechanisms, as the intensity of cyber threats aimed at undermining trust in voting results is 
increasing. A system model of the EPO complex is proposed, in which key modules are allocated: biometric verification of 
voters, cryptographic protection and signature, management of voting sessions, logging and auditing, integration with the 
electronic voting system, as well as security monitoring subsystems based on Zero Trust, IDS (intrusion detection systems) 
and SIEM (centralized event correlation) approaches. To assess the reliability and stability of the complex, probabilistic 
models of reliability theory, indicators of average uptime (MTBF) and mean recovery time (MTTR), availability factor and 
generalized stability function were used. Special attention is paid to modeling cascade failures in the network of district 
nodes interacting through secure channels, using graph models and simulation scenarios. To increase the effectiveness of 
cyber defense, the use of machine learning methods, in particular, deep architectures CNN+LSTM, AE+LSTM and 
Byte2Image transformations for analyzing network traffic and event logs is proposed. It has been demonstrated that the 
combination of redundant architectural solutions, the Zero Trust concept and intelligent anomaly detection systems allows 
achieving a significantly higher level of availability and resilience of the EPO complex compared to the basic configurations. 
A method for protecting the biometric identification and authentication unit by human face from spoofing attacks is proposed 
using algorithms for converting color image spaces into YCrCb and CIE L*u*v* and analyzing attack signs using the ETC 
classifier. The normative aspects of the regulation of electoral information systems in Ukraine were discussed, the need for 
formal recognition of electoral systems as a component of the national critical infrastructure was emphasized. 
Recommendations were formulated for the integration of cyber resilience requirements into national electoral and 
cybersecurity regulations, as well as directions for further research on risk modeling and evaluation of the effectiveness of 
hybrid ML/AI solutions in the electoral process. 
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Introduction 

Electronic information systems of the electoral process are gradually acquiring the characteristics of a 

critical infrastructure, the continuous functioning and security of which determine the legitimacy of the 

formation of public authorities, public confidence in the results of voting and the political stability of the state. 

In these conditions, the issues of reliable identification and authentication of voters, fixation of the fact of 

expression of will and ensuring the integrity and irrefutable nature of voting data are of particular importance.  

One of the promising areas for the development of electoral technologies is the introduction of automated 

electronic voter signature (EPO) complexes, which combine biometric, cryptographic, network and software 

components into a single system architecture [1,2,3]. 

Unlike classic electronic signatures, which are mainly aimed at business entities and authorities, the EPO 

complex must function in conditions of mass use, heterogeneous technical environment of polling stations, variable 

quality of communication channels and an increased level of threats of targeted interference. This necessitates the 

consideration of the EPO not only as a cryptographic mechanism, but as an element of critical infrastructure with 

its inherent requirements for fault tolerance, redundancy, recoverability and cyber resilience [4,5,6]. 

The regulatory framework of Ukraine in the field of elections, electronic trust services and cybersecurity 

already contains several provisions relevant for the development and operation of such systems [7,8,9]. In 

particular, we are talking about the Law of Ukraine "On Elections of People's Deputies of Ukraine"[10], the 
Law of Ukraine "On the State Register of Voters"[11], the Law of Ukraine "On Electronic Trust Services"[12], 

the Law of Ukraine "On the Basic Principles of Ensuring Cybersecurity of Ukraine" [13] and by-laws that 

regulate the categorization of critical infrastructure facilities,  etc. [14,15,16].  

Comparative analysis shows that individual states, in regulations on information security and critical 

infrastructure facilities, already apply a risk-oriented approach, which provides for a detailed classification of 

information systems, establishing requirements for their fault tolerance, redundancy and incident response 

procedures [17,18]. The logic of such acts can be used as a model for building regulatory requirements for EPO 

complexes in Ukraine, considering the national characteristics of the electoral process and the standards of the 

Council of Europe and the OSCE for democratic elections [19,20,21]. 

The article is aimed at forming a system model of the automated complex "Electronic Signature of the 

Voter" as an element of critical information infrastructure, developing a mathematical apparatus for assessing 

reliability and stability, as well as substantiating architectural solutions that combine redundancy, modern 

cyber defense components (IDS, SIEM, Zero Trust) and machine learning methods for detecting anomalies. 

The scientific novelty of the work lies in the integration of approaches to the theory of reliability, simulation 

modeling of cascading failures and in-depth analysis of security events to a single framework for assessing the 

stability of electoral information systems [22,23]. 

 

Research methods 

1. System model of the EPO complex 

The automated complex of the EPO is considered as a distributed multi-level system, which includes: a 

module for biometric verification of voters, a cryptographic module for generating and verifying an EPO, a 

module for managing a voting session, a subsystem for logging and auditing, a module for integration with the 

electronic voting system, a subsystem for monitoring and responding to incidents (IDS, SIEM, Zero Trust), as 

well as a storage and backup infrastructure. At the level of logical description, the system is presented in the 

form of an oriented graph of dependencies, in which the vertices are modules and infrastructure nodes, and the 

edges are data channels and functional dependency relations. This allows the graph theory apparatus to be used 

to analyze cascading failures and localize critical nodes  

The automated complex of EPOs, presented as an oriented graph of dependencies, allows you to 

efficiently analyze cascade failures and localize critical nodes using modern methods of graph theory. This 

approach is relevant for complex systems with many interdependent modules, such as biometric verification, 

cryptographic module, auditing, integration, monitoring, and redundancy. 

 

Modeling a system as an oriented graph  

Each module or infrastructure node is represented as a vertex of the graph, and functional and 

information dependencies are represented as oriented edges [24,25].  

Absolute dependency between modules allows for the formalization of failure scenarios: if a critical 

module fails, it can cause cascading failure of dependent components [26,27].  
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This structure makes it possible to automate the construction of fault tree analysis (FTA) and Failure 

Modes and Effects Criticality Analysis (FMECA) for complex systems [28].  

 

Detection and localization of critical nodes  

To identify critical nodes, centrality metrics are used: degree (degree), mediation (betweenness), 

eigenvector centrality (eigenvector centrality) [29].  

Nodes with high values of these metrics have the greatest impact on system resilience: their failure can 

cause large-scale cascading failures [30]  

Graph algorithms allow you to determine a minimum set of nodes, the protection of which maximizes 

the system's resilience to failures [31]. 

2. Probabilistic reliability model and availability factor 

For each module of the EPO complex, it is assumed that the failure rate is constant within the selected 

observation interval.  

 

Basic formulas and approaches  

− Uptime function: R_i(t) = e^ {-λ_i t}, де λ_i — Module failure rate [32].  

− MTBF та MTTR : MTBF_i = 1/λ_i, MTTR_i = 1/μ_i, де μ_i — Recovery intensity [33].  
− Availability Factor: A_i = MTBF_i / (MTBF_i + MTTR_i)[34].  

− Serial connection: A_sys = ∏ A_i — System availability without redundancy [35].  

− Parallel redundancy (1 з m): A_res = 1 - ∏ (1 - A_j) — for redundant subsystems [36]. 

Then the failover function of a single module can be described by the exponential law: R_i(t) = e^ {-λ_i 

t}, where λ_i is the failure rate of the i-th module. Mean Uptime (MTBF) and Mean Recovery Time (MTTR) 

are defined as MTBF_i = 1/λ_i, MTTR_i = 1/μ_i, where μ_i is the recovery rate. The availability factor of an 

individual module takes the form A_i = MTBF_i / (MTBF_i + MTTR_i). In the case of serial connection of 

modules, the availability factor of the system without redundancy is calculated as A_sys = ∏ A_i. If parallel 

redundancy of the type "1 of m" is implemented for individual critical subsystems, the availability factor of 

the corresponding subsystem is determined as A_res = 1 - ∏ (1 - A_j). Thus, it is possible to assess the impact 

of different redundancy strategies on the overall level of availability and resilience of the EPO complex. 

3. Generalized stability function 

To take into account not only purely reliable characteristics, but also cyber resilience, it is proposed to 

introduce a generalized resilience function F_res(t), which aggregates several indicators: availability of 

A_sys(t), probability of timely detection of an attack D(t), service stability indicator S(t) and the degree of 

preservation of data integrity C(t). In the simplest approximation, we can consider the linear convolution 

F_res(t) = w1 A_sys(t) + w2 D(t) + w3 S(t) + w4 C(t), where w_i are the weight coefficients determined by 

the expert. The value of F_res(t) ∈ [0; 1] can be interpreted as an integral index of the stability of the EPO 

complex in each scenario of operation. 

4. Modeling cascading failures 

The network of nodes of the EPO complex (district servers, regional nodes, central computing resources, 

cryptographic gateways) is considered as a graph G = (V, E), where V is a set of nodes, E is a set of edges 

(communication channels). To analyze cascade failures, simulation modeling is used, in which the failure of 

one node can with a certain probability cause overloading of adjacent nodes and their failure. This approach 

makes it possible to investigate scenarios of mass failures, for example, in the event of a large-scale DDoS 

attack or failure of backbone communication channels. 

5. Integration of ML/AI components 
The security monitoring system of the EPO complex includes a network IDS, a SIEM platform and the 

Zero Trust concept. To increase sensitivity and reduce the number of false positives, deep machine learning 

architectures AE+LSTM, CNN+LSTM, and Byte2Image transformations are used. AE+LSTM is used to 

analyze time series of log data, CNN+LSTM is used to classify network traffic patterns, and Byte2Image 

allows you to display raw network packets in the form of pseudo-images, over which CNN effectively isolates 

patterns inherent in different types of attacks [37,38,39].  

6. Biometrics System Protection 

A component of the security system provides a module for protecting the process of biometric 

identification and authentication by a person's face based on the ETC classifier and counteracts the most 

common methods of spoofing attacks: printed attack, using device displays (replay attack) and mask attack 

[40,41]. The algorithm for countering spoofing attacks is based on the transformations of the color space of the 
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image into the spaces YCrCb and CIE L*u*v* for better allocation of ETC by the classifier of features of 

falsified images [31]. This approach focuses on the problem of detecting print attacks and display attacks but 

is also suitable for detecting mask attacks. The method is based on the use of color spaces YCrCb and CIE 

L*u*v*, provides the ability to analyze both individual images and video streams, and is also characterized by 

resistance to changes in background and face lighting conditions [42,43]. To determine the effectiveness of the 

biometric protection system, the metric is used: HTER = (FAR + FRR)/2, where FAR is the coefficient of 

erroneously allowed identifications, FRR is the coefficient of erroneously prohibited identifications. The 

established value of the efficiency of the biometric protection system is HTER < 1%. 

 

Research results 

1. Assessment of the availability of the EPO complex under different redundancy strategies 

To demonstrate the capabilities of the proposed methodology, let's consider a simplified example, in 

which three key modules are distinguished: the biometric verification module (M1), the cryptographic 

transaction server (M2) and the voting system integration module (M3). Assume the conditional values of 

MTBF and MTTR given below (the information is conditional in nature, used only to illustrate the application 

of the technique). Conditional simulation results are shown in Table 1. 

Basic approaches to assessing accessibility  
Unit Analysis: Highlighting key components (e.g., biometric verification, cryptographic server, 

integration with the voting system) allows you to separately assess their reliability and impact on the overall 

availability of the system.  

Using MTBF and MTTR metrics: Mean Uptime (MTBF) and Mean Recovery Time (MTTR) are the 

baseline parameters for calculating the probability of system uptime during an election period. 

• Redundancy strategies: Choosing between "1+1" (hot standby), "N+1" (cold standby), or distributed 

clusters has a significant impact on availability. For example, hot redundancy allows instant switching to a 

redundant module, while cold redundancy takes time to start [44,45,46]. 

 

Table 1. Reliability parameters of the modules of the EPO complex (conditional example) 

 

Module MTBF, год MTTR, год Availability Factor A_i 

М1 30000 2 0,99993 

М2 25000 3 0,99988 

М3 40000 2 0,99995 

 

In the absence of redundancy, the total system availability factor (serial connection) is approximately 

A_sys ≈ 0.99976. If we implement redundancy of the "1 out of 2" type for the cryptographic operation server 

with the same parameters for the main and backup nodes, we will get A_M2^res ≈ 0.999999, which increases 

the overall availability of the complex to A_sys^res ≈ 0.99988. 

2. The effectiveness of ML/AI components in incident detection 

To evaluate the effectiveness of various approaches to detecting anomalies in traffic and log data, three 

configurations are considered: K1 – signature IDS without ML; K2 – AE+LSTM for log analysis; K3 – 

CNN+LSTM with Byte2Image for traffic and AE+LSTM for logs. Conditional simulation results are shown 

in Table 2. 

 

Table 2. Comparison of Security Monitoring System Configurations (Conditional Data) 

 

Configuration 
Completeness of detection 

(TPR), % 

Fraction of false positives 

(FPR), % 
Cumulative F1-індекс 

К1 78 9 0,81 

К2 89 7 0,87 

К3 94 5 0,91 
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3. Example of modeling cascading failures (code snippet) 
Rice. 1 – Python code snippet for modeling cascading failures in the network of EPO nodes. 
import networkx as nx 
import random 
def simulate_cascade(G, p_fail_initial=0.05, p_overload=0.3, steps=10): 
    """ 
    Simulates cascade failures in the graph G. 
    p_fail_initial – Baseline probability of initial node failure; 
    p_overload – the likelihood of the node losing its performance in case of overload; 
    steps – Number of Modeling Steps. 
    """ 
    failed = set() 
    # Initial set of bounces 
    for node in G.nodes(): 
        if random.random() < p_fail_initial: 
            failed.add(node) 
    history = [set(failed)] 
    for _ in range(steps): 
        new_failed = set() 
        for node in G.nodes(): 
            if node in failed: 
                continue 
            failed_neighbors = len([n for n in G.neighbors(node) if n in failed]) 
            if failed_neighbors == 0: 
                continue 
            p = 1 - (1 - p_overload) ** failed_neighbors 
            if random.random() < p: 
                new_failed.add(node) 
        if not new_failed: 
            break 
        failed |= new_failed 
        history.append(set(failed)) 
    return history 
G = nx.erdos_renyi_graph(n=50, p=0.05, seed=42) 
 cascade_history = simulate_cascade(G) 
 print("Number of steps of the cascade:", len(cascade_history)) 
 print("Total Node Failure Rate:", len(cascade_history[-1]) / G.number_of_nodes()) 
 
4. The effectiveness of the protection system in detecting spoofing attacks 
To determine the effectiveness of the anti-spoofing module, two publicly available image datasets were 

used, namely: CASIA FASD and Idiap REPLAY-ATTACK. In total, both datasets contain up to 2000 entries 
[32] with real access and attack attempts. Testing was carried out using the Python language and the OpenCV 
library, Scikit-learn. The results of testing the module are shown in Table 3. 

 
Table 3. Comparison of Security Monitoring System Configurations (Conditional Data) 

 
Method Dataset EER(%) HTER(%) 

Proposed solution: 
YCrCb+Luv+ETC 

 

CASIA FASD 
0.074 

 
0.7 

 
Idiap 

REPLAY-ATTACK 
 

0.074 
0.58 

 

 
From the data in Table 3, it can be concluded that the proposed module fulfills the requirement set for 

it and the HTER indicator < 1%.  
The results of the simulation indicate that the automated EPO complex should be designed according to 

the principles characteristic of critical infrastructure facilities, and not as a "conventional" information system. 
This is consistent with the conclusions of international studies in the field of electoral infrastructure protection, 



Vol.1, Issue 2 (2025): Metaverse Science, Society and Law  

 

       SciFormat Publishing Inc. 6 

 

which emphasize that attacks on electronic voting systems can be systemic in nature and combine technical, 
organizational, informational and psychological vectors of influence. 

The Biometric Voter Identification Verification Complex (Electronic Voter Signature (EPO)) is a high-
tech, multifunctional solution designed to guarantee the security, authenticity and efficiency of the electoral 
process in the context of the digital transformation of public administration. Its key function is to provide 
guaranteed, legally significant identification of the person participating in the vote through the integrated 
processing of several biometric parameters — the capillary pattern of the palms and the morphometric 
characteristics of the face. Conceptually, the complex was developed as a means of not only technical, but also 
legal trust in the expression of the will of citizens. 

 
Structure and functional modules of the complex 
1. Video analytics block for face recognition 
The composition includes a high-precision digital video camera with a built-in real-time image analysis 

module. After scanning, an instant comparison of the morphological features of the user's face with the data 
stored in the encrypted voter database is performed. Deep learning algorithms allow you to consider age-related 
changes, minimal facial deviations and lighting conditions, as well as recognize attempts to disguise yourself 
as another person during biometric analysis of a person's face. The initial scan is entered into the database.  

2. Palm capillary pattern scanning module 
Built-in ultrasonic or optoelectronic capacitive sensors of the new generation read the unique 

microprofile of the capillary network of each palm. Two-factor scanning of both hands allows you to achieve 
an accuracy of more than 99.99%, which is superior to standard fingerprint-based identification methods. 
Thanks to the non-contact method, the risk of transmission of infections or mechanical damage to the sensor 
is eliminated. The initial scan is entered into the database. 

3. User Touch Panel 
The high-resolution touchscreen provides an intuitive interface. The voter receives step-by-step 

instructions, confirmation of identification and, if necessary, informative feedback on further actions. The 
screen can adapt to the needs of people with visual or hearing impairments (multilingual mode, voice prompts, 
contrast interface). 

4. Thermal printer of verification results 
After the identification is completed, the system automatically prints a receipt certifying the completion 

of the procedure. The receipt indicates the voter's unique number, confirmation of successful authentication, a 
QR code to access the ballot (in the case of digital voting) or the number by which the voter will receive a 
paper ballot. 

5. Digital Security and Data Protection Infrastructure 
The system complies with the requirements of GDPR, ISO/IEC 27001 and DSTU ISO/IEC 27018. All 

biometric data is stored in encrypted form using blockchain identifiers and Confidential Cloud Vault 
technologies. Encryption unit for data transmission over data transmission channels. The possibility of multi-
level authentication of system administrators and supervisory authorities is provided. 

 
Scientific social and legal justification 
In the context of a global demand for transparency of electoral processes, the introduction of biometric 

voter identification systems is not just a technical innovation, but a tool for strengthening trust in the electoral 
system as a key element of the democratic system [ 47 , 48 ]. Biometrics, in particular facial recognition 
technologies and analysis of the venous structure of the palm, minimizes the risks of double voting, document 
fraud or manipulation of the voter register. 

The use of such a complex brings electoral processes closer to the principles of digital legitimacy, i.e. 
electronic action, which has legal force due to the reliability of the technical environment. In addition, the system 
ensures inclusivity by lowering barriers for voters with disabilities and the elderly thanks to an adaptive interface. 

Here is a detailed and at the same time accessible description of the algorithm of action for a voter who 
uses a biometric verification complex when voting in elections. This algorithm takes into account the need for 
initial registration, identity verification and protected access to the expression of will: 

1. Arrival of a voter at the polling station 
When a person comes to the polling station, he turns to the members of the election commission and 

presents one of the official identity documents - for example, a passport of a citizen of Ukraine, an ID card or 
another document provided for by law. 

2. Checking in the voter list and issuing a coupon 
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Members of the commission check the presence of a voter in the state register of voters. If everything 
is in order, the voter receives a special ballot card with a unique number. This number is not a vote or a ballot, 
but a technical identifier that serves as the key to the biometric verification procedure. 

3. Approach to the verification complex 
The voter approaches the biometric verification complex, which consists of: 
− touch screen; 
− video cameras for face recognition; 
− sensors for scanning palms (left and right); 
− thermal printer for printing a receipt. 
4. Scanning procedure 
− Instructions appear on the screen. The voter attaches: 
− first, both palms to the sensors (the system fixes the unique capillary pattern of the veins); 
− Then it looks at the camera (the system recognizes the face and compares it with the existing 

database). 
− This procedure only takes a few seconds and does not require any special knowledge or skills. 
5. Printing a receipt (confirmation of verification) 
After a successful scan, the system: 
− confirms that the person is a valid voter and has already been verified; 
− prints a receipt with a registration number, QR code or unique code; 
This receipt is legal proof that the person has the right to vote. 
6. Receiving a ballot or voting through an electronic system 
The voter has two options: 
a) Paper voting: 
The voter presents the receipt to the commission member and receives a paper ballot, with which he 

then votes in the classic way – he fills it out in the booth and puts it in the ballot box. 
b) Electronic voting: 
If an electronic system is implemented at the polling station, the voter can immediately vote through 

the same complex, choosing a candidate on the touch screen (the vote is recorded in a secure digital register). 
7. Completion of the voting procedure 
Upon completion, the voter can leave the polling station, making sure that his right has been exercised 

and his data is protected. A second vote or fraud attempt will be automatically blocked because the biometric 
profile has already been used. 

This algorithm provides a high level of security, eliminates duplication of votes, and significantly 
increases trust in the election process, while remaining understandable and simple for the general public. If 
necessary, I can visualize this process in the form of a diagram or infographic. 

 

 
 

Fig.1. Voter identification complex 
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Comparison with the practice of other countries shows that an effective approach to ensuring the 

resilience of the CVO is the comprehensive application of categorization of objects by criticality levels, the 

establishment of minimum availability and redundancy indicators, requirements for the implementation of 

IDS/SIEM, vulnerability management procedures, and regulated incident response and audit procedures. The 

logic of these regulations can be adapted to Ukrainian realities, considering already adopted laws and by-laws 

in the field of cybersecurity and critical infrastructure protection. 

 

 
 

Fig 2. Architecture of the voter identification complex 

 

The introduction of ML/AI components (CNN+LSTM, AE+LSTM, Byte2Image) into the electoral 

infrastructure raises a new range of challenges related to the transparency and explainability of model decisions, 

the risk of data bias, dependence on the quality of training samples, and the possibility of targeted attacks on 

models. This requires a combination of a technical approach with legal and ethical regulation, including 

requirements for algorithm validation, certification of software and hardware complexes, and ensuring the 

possibility of external audit. 

A separate area for discussion is the balance between increasing security through biometric 

identification and protecting voters' personal data. The use of biometrics in the context of an EPO can 

significantly reduce the risks of voting for another person, but at the same time creates sensitive data sets that, 

in case of compromise, cannot be "reissued" as a traditional password or token. Therefore, the architecture of 

the system should provide for strict requirements for the storage of biometric character patterns, their 

pseudonymization or storage only in the form of cryptographic fingerprints, which do not allow reconstructing 

the original images. 
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Conclusions 

The paper proposes a system model of the automated complex "Electronic Signature of the Voter" (EPO) 

as an element of the critical information infrastructure of the election process. On the basis of the apparatus of 

reliability theory, probabilistic failure models and simulation modeling of cascade failures, an approach to 

assessing the availability and stability of the complex using MTBF, MTTR, availability factor and generalized 

stability function is formed. It is shown that even partial redundancy of individual critical modules (in 

particular, cryptographic operation servers and integration nodes) leads to a significant increase in the integral 

availability index. 

The integration of Zero Trust approaches, IDS/SIEM systems, and deep machine learning models 

(AE+LSTM, CNN+LSTM, Byte2Image) increases the likelihood of timely detection of incidents and reduces 

the proportion of false positives, which has a positive effect on the D(t) component of the generalized resiliency 

function. For the biometric verification complex, the ETC classifier model was used to detect spoofing attacks 

with an HTER efficiency of < 1%, which allows you to effectively detect falsification of biometric data. At 

the same time, ML/AI solutions require additional regulatory regulation in terms of transparency, validation, 

certification, and protection against targeted attacks.  

Because of a comparative analysis of approaches to the regulation of critical facilities in Kazakhstan 

and other countries, the expediency of formal recognition of electoral information systems, in particular EPO 
complexes, as elements of the national critical infrastructure of Ukraine has been substantiated. This should 

be accompanied by the inclusion in electoral and cybersecurity legislation of requirements for minimum 

availability indicators, redundancy, audit procedures and incident response. 

Promising areas for further research are the development of more detailed risk assessment models 

considering sociotechnical factors, the construction of multi-level digital twins of electoral infrastructure for 

testing in a virtual environment, as well as the formation of a regulatory framework that would integrate the 

EPO complex into the broader ecosystem of digital governance and e-democracy. 
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